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1.2

Project Life:

The project shall begin from the date of signing the
contract.

The contract shall be valid till the period of five
years from the date of commercial production of
the eMRTDs, and may be extended for additional
three years by mutual consent, during which the
supplier shall provide warranty, support and

Project Life &I  q¥=gHT
Technical Specification HT Iwi@
O FHISH ¥ a9 aRudy e
Afed W ATH o9ty -
Clarification HNIT ﬂﬁ I HHT
Iet@ AT |

The Bidder shall supply and install adequate
number of servers including the chassis/racks and
storage at the Data Centre (DC), Disaster Recovery
(DR) Sites and Archive Site. The supplier shall
update security patches and any other necessary

upgradation as may be necessary to ensure the
performance provided in the bidding document.

maintenance, as provided in the technical
specifications.
1.4 Licenses, Hardware and Software: 9.¥ HT Hardware 7 Software [
The bidder shall provide all necessary licenses, Li o
hardware and software issued in the name of DoP. | ~1CCTese % TPIe
Such licenses for the offered hardware and YRR AR Tﬁ,ﬁ Ier@ AT |
software shall be valid throughout the contract | fgTY ¥ ATI=<aT™ I TR
i, - License &1 ®IT& 3 a9 HIT TP
Scope of Work I AT IRgTepTer
Clarification AT TH &R Ieoi@
AT |
.10 Data Management System Services:
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The bidder shall store the biographic and biometric
data of all the applicants in encrypted format,

1.22

Support and Maintenance:

The Bidder shall provide the support and
maintenance during the contract period to ensure
uninterrupted  functioning of the system.
The bidder shall propose and provide support and
maintenance, including warranty of supplied
hardware equipment and software, Annual
Maintenance Service (AMS), in compliance with
following SLA. The proposal shall contain details
of support and maintenance to meet the
requirement.

The bidder shall cooperate the staffs deployed by
the purchaser in order to help them gain knowledge
and technology transfer of the system.

All the support staffs for 15t and 21d level support
shall be Nepali citizens to be deployed in
consultation with the purchaser. However, if
required skilled Nepali citizen is not available, the
bidder shall take pre-approval of the purchaser
with justification for employing such persons.

9.2 HT Support and Maintenanc_e—
Syerar wrgar Afafrear sy et

1.24

Project Management:

The Bidder shall provide the details of curriculum
vitae, area of expertise, qualifications,
responsibility etc. of the employees involved in
project management. The Purchaser shall provide
the contact details of focal point that is entrusted
with the task of single point of contact during the
implementation of contract.

The purchaser reserves the right to accept or reject
the personnel to be deployed in the DoP premises
for Support and Maintenance with or without
giving any reason.

9.R¥ HI Project Management &l
AT ATIITF TR BT TEHT
q T ATH Ieor@ AT |

1.25

Operation and Maintenance Management:

The Bidder shall provide the details of curriculum
vitae, area of expertise, qualifications,
responsibility etc. of the employees involved in
project operation and maintenance work. The
Bidder shall provide the contact details of contact
point that is entrusted with the task of liaison with
the Purchaser for operation and maintenance.

If any or some of the activities of the personnel
deployed in the DoP for Support and Maintenance
is found suspicious, DoP reserves the right to

gaT F 9.4 HT Operation and

Management Comply ~ TSTh(
icpill
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prohibit such person from such work without
giving further explanation.

—

Data inconsistency/insufficiency: The bidder
shall investigate and  correct  any
inconsistency/insufficiency of data
reported/rejected by personalization solution
(Package 1I).

a1  9.3% W1 I=@ wuHr Data
&1 AT Data inconsistencey/
insufficiency WU Jei@ AT |

The bidder shall provide a detailed description of
the capacity of offered system including but not
limited to following technical specifications on the
bid document:
1. Scalability:
N Sha‘l] support vertical scalability with
options to upgrade hardware
components (e.g., RAM, CPU, storage).
o Shall support horizontal scalability by
adding additional servers to a cluster.
2. Hardware Specifications:

o Servers shall have adequate
processor, memory and storage
required to
realize the solution.

o Power supplies and network
interfaces must be redundant.

3. Software Capabilities:

e Support for a minimum of 300
concurrent user login for each
internal
system/subsystem.

e Support for a minimum of 3000
concurrent user access for external
subsystems like pre-enrollment
portal, eMRTDs status check
portal/App, etc.

« Shall handle a database size for at
least 20 million applicant profiles.

 Shall store up to minimum 100,000
of backlog data in data
management
system  without
degradation.

e The pre-enrolled and pre-registered
applicants’ data shall be stored up
to 90 days in database. The system

performance

2T 7 39.4 HT Jeo@ TANRTH
A Q6

1) Scalability

2) Hardware Specification

3) Software Quality

4) Throughput
W& §TEEAT The Bidder did not
mentioned about detail of software

capabilities HHI IoTei@ AT |

~
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shall store minimum of 300,000
such applicants’ data without
performance degradation.
4. Throughput:
* The system shall be capable to process at least
1000 enrolled data per hour from various
enrollment stations to validation, investigation,
adjudication and send for personalization
respectively.

3

The proposed application shall adhere to
Government Enterprise Architecture and Nepal e-
Government Interoperability Framework
(GEA/NeGIF). The bidder shall provide interface
required for other enterprise e-Government
systems viz. national ID, Revenue Management
Information System (RMIS), Department of
Passport, Department of Foreign Employment,
Department of Consular Services, Department of
Immigration, Nagarik App and Interpol. The
System shall have the provision to provide
interfaces as required to other external agencies in
the future without incurring any additional cost to
the purchaser. The bidder shall provide detail
Interface Control Document for eservices as per
DoP’s requirement after award of the contract.

3.1.12

The bidder shall provide all the necessary licenses,
hardware and software issued in the name of DoP.
Such licenses for the offered hardware and
software shall be valid throughout the contract
period of the éeMRTDs solution.

3.1.13

If some or any of the item (hardware, software,
licenses, etc.), that is necessary for the realization
of required functionalities as per the technical
requirement provided in the bid document, is
found missing in the BOQ / Schedule of Supply,
the bidder shall propose and include the item,
wherever may apply, and supply the same. The
bidder shall be fully responsible to supply all
items, whether it is mentioned in the document or
not, to meet the technical requirement mentioned
in the bid document with the assumption that the
price of all the necessary items is included in the
quoted price and hence the supplier will bear no
additional cost.

3.1.14

The proposed hardware and software for Data

Center, Disaster Recovery Center and Archive Site

Ef:ff qf Criteria 8% T THUSHI

Joer@ AT |
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shall be of well-known brand and latest generation.
The bidder shall be responsible to run and operate
that hardware throughout the contract period. If
any of the hardware is required to be replaced
during the contract period, the bidder shall
replace/upgrade with the latest generation/version
during the contract period without incurring any
additional cost to the purchaser. In view of rapid
technological developments, the Bidder shall offer
updated versions of the field proven hardware and
software.

The language of entire solution shall be English.

3.1.15

If new upgraded software version for the offered
system is released prior to the expiry of the
contract period, then it shall be upgraded to the

newer version software without any additional
cost.

3.1.27

The system shall have the capability to generate
dumps of all applicants’ profiles data. Database
dumps shall be available in CSV, TXT, and XML
formats, with readable values accompanied by
field descriptions.

3.1.29

The bidder shall provide dumps of all data from
various databases including applicant profiles,
blacklists, watchlists, reports, logs, operator roles
and rights, key management system data, etc., to
the Department of Passport (DoP) in standard
formats as and when required.

3.1.23

The blade servers shall be implemented within a
blade server chassis conforming to the EIA- 310
standard for Cabinets, Racks, Panels, and
Associated Equipment. This chassis will
accommodate the blade servers in a compact and
standardized form factor, optimizing space
utilization and facilitating efficient cooling and
cable management.

a1 " 3.1.23 - Technical
specification &I Blade Server ¥
Rack Server &1 T¥=Hl &4 90
THATE Y THYH THI F THCD!
Jeot@ AT |

3.1.27

The system shall have the capability to generate
dumps of all applicants’ profiles data. Database
dumps shall be available in CSV, TXT, and XML
formats, with readable values accompanied by
field descriptions.

3.1.29

The bidder shall provide dumps of all data from
various databases including applicant profiles,
blacklists, watchlists, reports, logs, operator roles

a1 7 3.1.27,3.1.29, 3.1.43 T
giedTor /T TRAT 99 3.1.44 HI

JHTOT o IS AUH (Evidence
Missing) HTH AR IJel@
Tfedr T Note HT The Bidder did \

and rights, key management system data, etc., to
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the Department of Passport (DoP) in standard
formats as and when required.

3143

The bidder shall customize the application system
to accommodate changes and evolutions in
workflow as required by the Department of
Passport (DoP) during the contract period, without

3144

incurring any additional cost to the purchaser.
The system shall be capable of handling multiple
concurrent logins, both internal and external (Pre-
enrollment) to accommodate simultaneous access
from different terminals and citizens. The
concurrent access of Pre-enrollment portal shall be
at least 3000.

not mention about the requirement

wir Ieora wifedr |

3.24

The web-based pre-registration portal must be
accessible through modern web browsers
(Chrome, Firefox, Safari, Edge, etc.) without
requiring additional plugins or software
installations. The system shall include a secure
login system for pre-registration stations, using
certificate-based authentication.

325

The data (biographic, biometrics and uploaded
documents) collected from such pre-registration
stations shall be submitted to local vetting, and to
enrollment as shown in Table No. TS - 2.

326

The system shall implement mechanisms to ensure
the captured biometric data meets the required
quality standards (e.g., image resolution,
fingerprint quality) as per ICAO doc 9303 8"
edition.

32.7

All data (demographic and biometric) shall be
encrypted using industry-standard encryption
protocols during transmission.

3.28

The portal shall be responsive and accessible on
various devices, including desktops, tablets, and
smartphones.

3.29

The portal shall be compatible with a wide range
of biometric devices, conducting thorough testing
across at least three different types of brands and
models that meet the industry-standard for
biometrics acquisition.

3.2.10

The system shall have provision to submit pre-
registered data to its associated enrolment station.

3.2.11

The pre-enrolled and pre-registered data shall be
fetched to vetting system for approval. All the
biographic, biometric, appointment details,

uploaded documents shall be visible for

3.24,

323,

320,

32,1,

3.2.8,

3.2.9,

3.2.10,

3.2.1191 (Evidence Missing)
FATT JHI F A AT AT

I AT |

Hqar § 3.23,.324, 325, 326
3.2.7, 3.2.8,3.2.9, 3.2.10, 3.2.11 |1
YFO  Criteria 8%  Evidence
Missing 9 Swi@ 9, the
Bidder has not mentioned about the
register system in the project i

Jea@ AT |
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inspection. The system shall have the provision to
edit demographic incase the applicant requests for
correction. There shall also be a provision to write
and pass comments to enrollment operators. The
vetting system shall be web based.

331

The enrollment software shall be in client-server-
based architecture. If a local system has low
connectivity or the system is disconnected from the
central system, then the system works as local
(offline) system. Therefore, all enrolled data of
local office is stored in a local database. When
connectivity is restored all the locally stored data
is synchronized with the central system
automatically and the application is switched back
to central system. For this process the bidder shall
guarantee the security of the local database. There
shall also be a facility to synchronize the local
database with the central database using offline
means e.g. external hard drives, etc. Any Loss of
connectivity shall not result in any loss of data
integrity or loss of data.

The system shall be designed to have a provision
to resubmit the enrolled data from the local
database, in case of any kind of rejection. The local
client database shall store at least 5000 applicants’
data without degrading the performance of
enrollment application.

gt 7 3.3.1 T Criteria T
AUHTS gieweor 7T TRET | a9
S[aTHT it #RA faoig aifear |

3.3.11

During enrollment, the system shall automatically
retrieve the applicant’s biographical information
including uploaded documents that has been
submitted from both pre-enrollment and pre-
registration web applications. It shall also retrieve
the applicant’s biographic data from the stored data
of existing database.

3.3.11 |7 Evidence § THUHI
ERT Jooi@ TN |

3.3.30

The bidder shall supply QC system to ensure the
quality of fingerprint compliant with ICAO 9303,
ISO/IEC 39794-4, ANSI/NIST standard.

32.11 |1 JHI F TEAS STH
Evidence Missing STaRl Swid@
A |

3.3.13

The requirements for encoding captured face
images shall be as specified in ISO/IEC 39794-5,
Annex D.1 as mentioned in ICAO doc 9303 8th

edition.

3.3.14

The requirements for encoding captured finger
images shall be as specified in ISO/IEC 39794- 4,
as mentioned in ICAO doc 9303 8th edition.

a1 7 3.3.13,3.3.14,3.3.17,3.3.21,
3.3.22, 3.3.28, 3.3.30 HT Evidence
Missing afy gHor § AT
ERT Jooi@ AT |
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The system shall capture biometric data as per the
ICAO and ISONEC 39794-4, ISONEC 39794- 5.
The image captured shall comply with the ICAO
9303/ISO/NIST standard.

3.3.21

The enrollment system shall provide automatic
enhancement as well as adjust features like
reframing to the right width/height, scaling,
shifting/moving, etc. during pre and post
capturing process of the facial image and shall
meet ISO/IEC 39794-5 and ICAO 9303 quality
control standard.

3322

The Quality Assurance module shall be used for
the software-based automatic check of the
conformance of the picture to [ISO/IEC-39794-5]
after the digitization.

The system shall analyze and rate the geometric
properties and digital parameters of the image to
conform ICAO/ISO/NIST standard.

3.3.28

The image captured by enrollment system has to
meet the criteria of fingerprints as described in
[ISO/IEC 39797-4].

3.3.30

The bidder shall supply QC system to ensure the
quality of fingerprint compliant with ICAO 9303,
ISO/IEC 39794-4, ANSI/NIST standard.

34.12

The sub system shall have applications for pre-
enrollment, pre-registration, vetting, validation,
investigation with central database,
blacklist/watchlist, adjudication and delivery.

3.4.12 HT clarification dfard «f+
HAT AT |

3414

Alarm Management

a1 § 3.4.14 w1 Evidence Missing
Wi Ieo@ TRAT ¥ the bid response
document does not include pre-
registration and system 7 Seid

afeEr |

3.4.155

The offered system shall have the capability to
activate automatic logging out of terminals after a
lapse of pre-defined inactive time period and user
ID and password mismatch. These parameters
shall be configurable.

3.4.15.6

The offered system shall lock the user credential
in-case of multiple failed logins. There shall be a
provision for automatic periodic password reset
recommendation in the system.

3.4.16.2

The following Command logging feature shall be
provided and all the actions and relevant

information shall also be stored in the history file.

a1 7 3.4.15.5,

3.4.15.6,

3.4.16.2,

3.4.16.3,

3.4.16.4

3.4.17.3 9T Criteria T THTHIA
Clarification ®T T fHuig  wifed
|
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1. User ID and Terminal ID.
2. Command Name executed with the
associated parameters.
3. Date/Time of command execution.
Results of the command execution with the
previous data prior to the modification.

3.4.163 | Each operation performed shall be logged in a
secure file accessible to designated users. Enough
primary storage facility shall be provided to store
such history files.
There shall be provision of extracting the history
files to external media.
3.4.164 | The logs need to be stored persistently in a non-
volatile storage.
3.4.17.3 | The reports shall be formatted and displayed on the
screen of the designated workstation on request
from the workstation. The report shall be easily
readable. The reports shall also be displayed in
graphical format. And, it shall also export the data
to the standard data format like csv, xls, text, etc.
34204 | The sub system shall be capable of accepting q:m 7 3.4.204 ¥T Evidence
biometric data in raw and standard formats. The Missing
sub system shall be compatible with ISO 39794 1,
2, 3. 4, 5, WSQ formats and JPEG/JPEG 2000
formats. The Bidder shall specify all the
international standard formats in which it can
accept fingerprints and facial images and
templates.
3.420.11 | The biometric data shall be stored in the al’a-[ 1 3.4.20.11
interchangeable form among systems globally
based on ISO/IEC 39794-1.
3.4.20.24 | The sub system shall be able to store fingerprints EFT " 3.4.2024 AT Evidence
in raw image format, WSQ format, ISO 39794- 2, Missing K_‘nﬁ"'q—tﬁ W 1SO
AR, Standard & T AHTH TERT
Jei@ T |
3.4.20.26 | The ABIS shall comply to the below 'c'g]:ET 9 3.42026 ¥ Evidence
international standard. a) to k) Missing X the ABIS shall
comply to the below international
standard & WA ABIS a) 3f@ k)
¥ 90 91 <EEHT Evidence
missing &% & e dfen
354

The system shall have provision to display the
passport number, applicant demographic details,

10
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passport details and physical location of each
¢MRTD inside the envelope that is assigned during
packing. The data of location shall be received

through interface from Packing System (Package
I).

a1 # 3.54,
3.5.5,
3.5.6,

The system shall be able to update the status of
each passport after receiving the envelope/box in
near real time despite the number of documents
present in envelop/box.

3.5.7 11 9RO Clarification ATer
foota wife |

The system shall have provision to remake the
box/envelope in case of box damage/lost in the
transit. The system shall directly send the
personalization job/order once boxes remake is
done. The provision shall be role based.

3.39.7

The system shall have provision to remake the
passport in case of passport damage/lost in the
transit. The system shall directly send the
personalization job/order once boxes remake is
done. The provision shall be role based.

3.7.6

The Data Management and Delivery System shall
receive real-time status updates from the
Personalization, Quality Control and Packing
system (Package II) after each step in the
personalization, quality control, packing and
dispatch process. The bidder shall propose the
technical details and provide Interface Control
Document on how the system receives and
processes these updates in the technical proposal.

3.7.8

The method of data sharing between the Data
Management System (Package I) and the
Personalization System (Package II) shall be
clearly mentioned in the technical proposal. The
bidders shall be capable of sharing data securely
through different protocols like Rest APIs, SOAP
APISs or any other suitable method that shall be as
decided by the purchaser.

a1 7 3.7.6,
3.7.8 T Clarification

3.79

All data transmitted between the proposed system
and Personalization, Quality Control and Packing
system shall be encrypted using TLS/HTTPS.

a1 7 3.7.9 Evidence Missing

3.7.11

The bidder shall provide interface and integrate
with other enterprises e-Government systems Viz.
National ID System, Revenue Management
Information System (RMIS), Department of
Passport, Department of Foreign Employment
(DoFE), Department of Consular Services,

a1 7 3.7.11,
3.7.14,
3.7.15,

11
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Department  of Immigration, Nagarik App, [ 3.7.16 |7 Y %4 _IE* (o
i Clarification ®Tir afeay |

The response time for e-services shall be less than
5 secs.

3.7.14 The system shall be able to update the status of

cach passport after receiving the envelope/box in
near real time despite the number of documents
present in envelop/box.

3718 The system shall directly send the personalization

job/order to Package II through data management
system if box or passport remake is done.

3.7.16 if any of the roles and responsibilities of

integration has not been mentioned in this
document or such any other roles and
responsibilities occur during the implementation
of the offered solution, such roles shall be agreed
among purchaser and supplier of Package I and
Package II. If such agreement could not be made,
DoP will make final decision and the supplier
shall comply it without incurring additional cost
to the purchaser.

AT T Criteria 8¢ TRT THTHN HRIS £ FeT Clauses FEHT Criteria
WWWWWMuethauerﬁWWWW
fed Mo areaT qearesda AtAfae qier 9o% afg aragaardr
Muehlbaver T3 ATATH STHHIT UREHIU Clarification STHBRI
9T o gt © fa N gfaaes o = w8 fAfa 059/09 /03
T qifafaes AAfaaTs Meerd fQear |

yifafie Suatafaers e fier afte fasr |feq 9 TS 9@
afg yifafre Iuatafaens afterer T R garg e aierr W
© femar gfgaes fex My fegar | wifafue Iuatafaer facere
THITSTH Muehlbauer I &% G2l EERREE IR EG L \ﬂd)l?:' qrfefires
affaerr FEe o I8 STIh THUHS B T ool Tebl
afEg |

12

H
-
L ]


https://v3.camscanner.com/user/download

